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1 Introduction 

SA3 has agreed that it is safer if MME selects the security algorithms for NAS, RRC and UP traffic probably because the Home eNB cannot be entrusted with security algorithm selection. As a consequence the MME needs to know the eNB security capabilities by the time the algorithm selection is made. This tdoc proposes three possible ways to allow the MME to perform the algorithm selection during the Attach procedure and, if required, also during the S1 Relocation. 
2 Background
UMTS Background

In UMTS, the SRNC would select the security algorithm on the base of its security capabilities, UE security capability and the allowed Algorithm information coming from the CN.

During the SRNS Relocation, the TRNC would, if needed, choose another algorithm depending on its capabilities (stored in its database), the current algorithm being used (information given from the source RNC) and the allowed security algorithms (information given by the CN in the RANAP: Relocation Request).

Current LTE status

· SA3 has agreed that MME will select the security algorithms for NAS, RRC and UP traffic.

· RAN2 and RAN3 should provide MME with the necessary information
· The security algorithm selection takes place during the following procedures:

· Attach procedure;
· Inter eNB Handover, either via X2 or S1.
3 Proposals
Following, three proposals are listed for the security algorithm selection. 
3.1 Proposal 1
The proposal focuses on the signalling mechanism of the eNB security capability to the MME, storage of these security capabilities in the eNB context within MME and query of the eNB context during the Attach and S1 Relocation procedures in order to decide the security algorithm. 
3.1.1 Signalling Mechanism
In order for the MME to be able to select the security algorithm during both Attach and S1 Relocation procedures, it is required that:

· Every eNB which is S1 connected with the MME signal its security capabilities to the MME

· MME keep an eNB context, containing the eNB securities capabilities, which will then be queried during both Attach and S1 Relocation procedures.

3.1.1.1 eNB Context Updating  in the MME 
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Figure 1: eNB Context Updating overall
After the initialization of the SCTP connection, the eNB inform the MME on its security capabilities by an S1 common message. The MME will then update the eNB context and stores its capability information.
3.1.1.2 Attach procedure
At the reception of the S1: Initial UE message, the MME will select the security algorithm according to the UE capabilities, the eNB capabilities stored in the eNB Context, within the MME, and the allowed RRC/UP security algorithms also known to the MME.

The chosen algorithm will then be informed to the eNB by a proper S1 message.
3.1.1.3 S1 Relocation procedure
At the reception of the S1: Relocation Required, the MME should be able to evaluate whether an algorithm change is required and if so it should inform the target eNB on the new algorithm in the S1: Relocation  Request message.

In order for the MME to be able to select a new algorithm during the S1 relocation procedure, the maintenance of the eNB context as proposed above, is necessary
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Figure 2: new algorithm selection during the S1 Relocation procedure

3.2 Proposal 2

The eNB security capabilities are sent to the MME by means of following S1 messages i.e.:
· S1 Initial UE message during  Attach procedure

· New S1 procedure during the S1 Relocation (either common or dedicated)
3.2.1.1 Attach procedure
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Figure 3
3.2.1.2 S1 Relocation
The MME, by the time it receives the S1 Relocation Required, it has to decide whether an algorithm change is needed i.e. it needs to know the target eNB capabilities. MME gets to know the target eNB capabilities by means of the new S1: Security capability Request/Response procedure. This procedure may either be a dedicated procedure or a common procedure.
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Figure 4
3.3 Proposal 3

During the Attach procedure the MME would get the security capabilities by dedicated S1 message i.e. S1: Initial UE message (same as proposal 2).

During the S1 Relocation, the MME inform the target eNB on a preferred list of security Algorithms; the eNB will select one algorithm and inform the MME about it in the S1: Relocation Request acknowledge.

The MME will then have the authority to reject the target eNB decision if it selects an algorithm not belonging to the preferred list. Subsequently, the MME will:
· Order the release resource to the target eNB;
· Reject the Handover to the source eNB.
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Figure 5
3.4 Proposals comparison
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Table 1
4 Conclusion

In this contribution we propose three possible ways to let the MME change the security algorithms during both Attach and S1 Relocation procedures. Comparing the proposals listed in table 1, our preference is to agree in proposal 1 if anyway an eNB context needs to be maintained for any other reason, otherwise we think proposal 3 is the simplest solution. It is proposed that RAN 3 discusses and agrees to capture the preferred mechanism in Stage 2/3 specifications.  























































































